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Executive Summary
Background and Procedures Performed
Information Technology (IT) is embedded into everything the Utah Transit Authority (UTA) does. The use of IT results in electronic data that
must be secured in such a manner as to ensure the data’s confidentiality, integrity and availability. IT security enables ongoing operations and
is needed to comply with regulatory requirements. A data center is a critical component of IT security. UTA moved its data center from its
Meadowbrook facility to the University of Utah’s downtown data center in January of 2016 to expand services and improve the organization’s
IT security and availability.
An internal audit was performed to assess the design and operational effectiveness of controls at UTA’s new data center and other locations
where critical IT equipment and data reside to safeguard the Authority’s assets and maintain their availability to support business operations.
The period of the audit was from January 1, 2016, to March 21, 2016. The primary areas of focus include:
•
•
•
•

Physical Security
Environmental Control
Backup and Recovery
Data Center Administration

Procedures performed on each process in this review included inquiries of functional management and personnel to understand the business
processes and control framework, review of process and procedural documentation, inspection of facilities, and inspection of management
documentation to determine whether the identified controls have been implemented and are functioning as intended.
Key Management Issues
UTA does not have a disaster recovery site for its data center. Backup records are currently replicated to a telecom closet at another site near
the data center that lacks adequate physical security and environmental controls. The IT department began the process of identifying and
securing a disaster recovery site in 2015 and expects to have a disaster recovery site in place in the latter part of 2016.
Telecom closets do not have adequate physical security and environmental controls. Access to telecom closets is not restricted only to personnel
with responsibilities that require the access. Environmental controls are not consistently administered. Telecom closets should be reviewed
and categorized by the importance and sensitivity of the IT assets each closets holds. Access rights and current environmental controls for
each telecom closet should be reviewed and approved by IT to ensure physical security and environmental controls align with its respective
categorization. The processes for provisioning and reviewing access to the data center and telecom closets should be modified to ensure the
appropriateness of access to all IT critical facilities and the timely removal of access when necessary.
Overall Process Conclusion
Except for the backup and recovery controls and access provisioning, controls for the data center are designed and operating effectively.
Controls for telecom closets were not designed and operating effectively.
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3. Access to UTA 's data center and telecom closets should be restricted to personnel with ;ob responsibilities requiring access. En1:Iy points
to facilities housing critical IT resources (IT facilities) should be secured to prevent unauthorized access. Additionally, a fo1mal process
should be in place for provisioning access to IT facilities. The process should require that:
•
•
•
•

Requests for access to IT facilities are approved by a designated IT approver.
IT periodically reviews individuals with access to IT facilities.
Access is removed from individuals who no longer require access in timely manner.
All approvals, reviews and tenninations of access to IT facilities are documented.

Unauthorized access to the data center or telecom closets may result in hardware theft or damage and unauthorized access to or loss of data.

Recommendation R-16-3.3: The Chief Safety and Security Officer should work with IT and Facilities to ensure that telecom closets are
adequate�y secured.
Recommendation R-16-3.4: The Deputy Chief-Information Systems Manager should work with Facilities to formalize the process for
provisioning access to the data center and telecom closets to ensure that IT reviews and approves access requests.
Recommendation R-16-3.5: The Deputy Chief-Information Systems Manager should establish a formal process for reviewing individuals'
access to the data center and critical telecom closets to ensure that access is limited to only personnel whose responsibilities require that
they have access to these facilities.
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Report Distribution
This report is to be distributed directly to the following individuals.
•
•
•
•
•

Interim General Manager/President/CEO
Chief Technology Officer
Deputy Chief – Information Systems Manager
Chief of Staff and Chief Safety and Security Officer
Facilities Maintenance Manager

Appreciation is expressed to management for their cooperation in supporting this internal audit.

Audit Team Members
Auditors assigned to this project were Brian Ledbetter and Riana De Villiers.
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